WE TAKE OVER
THE COMPLETE
DOING FOR YOU

OUR SECURITY AWARENESS CAMPAIGNS
ARE TAILORED TO THE LEVEL OF KNOW-
LEDGE AND ROLE OF EACH EMPLOYEE.
IN THIS WAY, WE CREATE THE GREATEST
POSSIBLE RELEVANCE AND KEEP COSTS
AS LOW AS POSSIBLE.

Christian Wullner, ClO, Hundt Consult GmbH

GET ON THE
SAFE SIDE

OUR IT SECURITY SERVICES INCLUDE:

IT security site assessment consulting

IT security checks

Security awareness campaigns and phishing tests
Live hacking, cyber security lectures & webinars
Dark web quick-check & dark web monitoring
Vulnerability scans & pentesting

Introduction of Information Security Management
Systems (ISMS)

CONTACT US FOR PROVEN
REDUCTION OF YOUR SECURITY RISKS

CYBER
SECURITY
STARTS WITH
PEOPLE.

TURN YOUR EMPLOYEES INTO A STRONG
HUMAN FIREWALL AND REDUCE YOUR
RISK OF BECOMING A VICTIM OF A CYBER
ATTACK.

MURAI

HUMAN FIREWALL
SIGNIFICANTLY
REDUCES YOUR
CYBER RISK

DEVELOP YOUR EMPLOYEES FROM
SECURITY RISK TO ACTIVE MEMBERS
OF YOUR SECURITY STRATEGY.

TARGETED SECURITY AWARENESS
TRAINING PAIRED WITH SIMULATED
PHISHING ATTACKS SENSITIZES AND
PROTECTS AGAINST IMMINENT THREATS.

Initial phish susceptibility before trainingstart
average 32,4%

3 months later
L average 17,6%

12 months later
average 5%

PHISH SUSCEPTIBILITY %

training phase

01 2 3 4 5 6 7 8 9 10 11 12
MONTHS (based on the data of 9 Mio users)

Source: KnowBe4 - Phishing risk according to Sector-Benchmarking Report 2022)




AS CONSULTANTS
AND SERVICE
PROVIDER,

WE FIGHT FOR
YOUR IT-SECURITY.
CONFIDENTIAL,
COMPETENT AND

FAST.

SECURITY AWARENESS AS A SERVICE

Our security awareness campaign consisting of active
trainings paired with simulated phishing attacks will make

your employees an active member of your defense strategy.

In coordination with your IT security officer we take over
the campaign planning, implementation and reporting as a
complete service.

= Planning security awareness campaign
(period, target group, locations, languages...)

= Conception of the training content

= Planning of the phishing simulations

= Coordination of internal communication

= |nitial employee assessment for the formation of
content-related training groups

= Selection and roll-out of trainings and phishing simulations
to defined training groups over the entire campaign period

= Reporting based on the defined KPIs

= Management summary for transparent presentation of
campaign results

GOALS OF A SECURITY AWARENESS CAMPAIGN
= Transform employees from security risks to active
members of defense.

= Awaken employee motivation for the security
awareness campaign.

= Need-based training and phishing simulations.

= |ncorporate acute threat situation from dark web
monitoring into content.

s KPl-based analysis of employee behavior

= Cost and resource saving approach (low TCO)

INDIVIDUAL SOCIAL ENGINEERING

If you would like to test further social engineering
attack vectors in your company, we also offer support
in this area. We simulate a variety of attacks such as:
= Customized social engineering attacks

= Personalized spear phishing attacks

= USB attack with Rubber Duckys

= Pretexting attacks

= Vhishing attacks (automated and personal)
Actions to test if employees/call center/helpdesk
hand out information: CEO Fraud Tailgating

= Manipulated websites
= Onsite implants
= Hotplug attacks

= WIFI pentests

YOUR BENEFITS
THROUGH OUR
COOPERATION

EXPERT KNOW-HOW REGARDING
TOOLS AND TRAINING CONTENT

TARGETED ROLLOUT OF
CONTENT ACCORDING TO
KNOWLEDGE LEVEL

TIME AND COST SAVINGS DURING
THE CAMPAIGN INCLUDING LOW
TOTAL COST OF OWNERSHIP (TCO)

PROFESSIONAL PLANNING
AND EXECUTION INCLUDING
TRANSPARENT REPORTING

5-FOLD INCREASE IN EFFICIENCY
THROUGH SECURITY AWARENESS
AS A SERVICE APPROACH




